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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

1 Hwéng din cai @it va sir dung thiét bi USB Token

1.1 Gidi thiéu chung

Tén co quan
Ho tén
Chirc vu

Ma vach

‘Thiét bj USB Token Ia thiét bj luu tri¥ chimg thu s6 va khoa an toan, khi dang ky chimg
thu s0, moi nguoi st dung s€ duogc cap phat mot thiét bi USB Token.

1.2 Hwéng dan cai dat
1.2.1 Yéu cau phin cirng va hé diéu hanh
B0 nhé Ram tbi thiéu 512MB, c¢6 cong USB, sir dung hé diéu hanh: Windows XP SP3,

Windows Vista, Windows Server 2008, Windows 7, Windows Server 2012, Windows 8.0,
8.1, Windows 10.

1.2.2 Cai dit trinh diéu khién va thay d6i mat khau eToken

1.2.2.1 Thiét bi eToken

Thiét bi eToken Pro Thiét bi eToken 5100

1.2.2.2 Cai dit trinh diéu khién thiét bi eToken
Buéc 1: Mo dia CD dugc cap phat

Chung thu driver Huong dan  vSign Setup
50 etoken su dung

. Chon thu muc driver etoken — chon bd cai dat “gcaOl-CIient-v2-x32-8.3.msi ” cho hé
di¢u hanh 32-bit hoac “gca0l-client-v2-x64-8.3.msi ” cho hé di€u hanh 64-bit.
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

ﬁgcaﬂ'l-cIient-vE-xBE-B.B.msi ‘ ﬂgcam-cIient-uE-xﬁd-B.B.msi

Nhap dup chudt dé chay chuwong trinh cai dat.
Chu y:
- Dé biét dugc h¢ diéu hanh minh dang sir dung la h¢ diéu hanh 32bit hay 64bit,
bam chudt phdai vao biéu tuwong My Computer (trén man hinh) — Properties.

Open
".e‘ Manage
i Scan with Panda Cloud Antivirus

# CVS 4

Map network drive...
Disconnect network drive...

Create shortcut
- Delete
Rename

Properties

o Hé diéu hanh 32 bit (Windows 7):

. ) ,}v 18 » Control Panel » All Control Panel rems » System v | 3 ||| Search Control Panel

@ -
Contral Panel View basic information about your computer
B Device Manager Windows edition
) Remote settings Windows 7 Professional
@' System protection Copyright @ 2009 Microsoft Corporatien. All rights reserved.
) Advanced system settings Get more features with a new edition of Windows 7
|
System |
Manufacturer: Dell i
Model: Wostro 3300
Rating: m Windows Experience Index
Processon Intel(R) Core(TM) i5 CPU Mdeld @ 253GHz 2.53
GHz |
Installed memory (RAM): 3,00 GB (2,87 GB usable)
See also System type: 32-bit Qperating System
i Action Center €nand louch: B ren or rouch mputic available for this Display
Windows Update Dell support |'
Performance Information and Website: Online support
Tools
Computer name, domain, and workgroup settings 32

o Heé diéu hanh 64 bit (Windows 7):
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

[

Q Q ‘& » Control Panel » All Control Panel ltems » System v Search Control Panel yol

Control Panel Home

View basic information about your computer
:'ﬂ Riailanan=] Windows edition

:U Relo setings Windows 7 Professional

\:"J S Eiotecton Copyright © 2009 Microsoft Corporation. All rights reserved.

“'gi Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

1

System
Manufacturer: Sony Electronics Inc. SONY
Model: VAIO® Computer
Rating: !n Your Windows Experience Index needs to be refreshed
Processaor: Intel(R) Core(TM) 15 CPU M 520 @ 240GHz 240 GHz
'?ﬁl e memony (RANY. 400 GR (368 GB ucable)
ystemn type: 64-bit Operating System I
I fzpalsn Pen and Touch: Mo Pen or Touch Input is available for this Display

| Action Center
Sony Electronics Inc. support

Windows Update
Performance Information and Phone number: 1-888-45ONYPC
Tools Support hours: 24 hours, 7 days support
|- \lehcite: =

- Déi véi Windows XP chii yéu la hé diéu hanh 32bit, Windows Vista 32bit va 64bit
giao dién kiém tra c¢é khdc hon mét chit nhung vin cé thé kiém tra dwoc bang
phwong phap trén.

- B{ céong cu ky s6 GCA-01 chii yéu siv dung hé diéu hanh Windows 32bit, déi véi hé
diéu hanh Windows 64bit, chirc ning chuét phdi ciia phan mém khong hién thi con
cdc chive ning khdc déu hoat dgng tot.

Bwére 2: Cai dat driver USB Token

rﬁ! GCA-01 Setup = | = )
Welcome to the GCA-01
SafeNet Installation Wizard
Authentication
CI e nt The Setup wizard will inztall GCA-07 on your compLter.
It iz stronaly recammended that pau cloze al Windows
kPN programz before running the Setup wizard.
M
P : l Click Mext to continue. |

b - -

Chon Next
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

1) GCA-01 Setup = —t

e
Interface Language -,
Select the interface language. SafeNet.

Select the GCA-01 interface language:

Vietnamese -

[ ¢ Back H Mext » l [ Cancel

% —

Chon ngon nhir “Vietnamese” va chon Next

U

T —
5] GCA-01 Setup = ot e

Licensze Agreement o
@ﬂ'ehlet.

Fleaze read the following licenze agreement carefully.

SAFEMET SOFTWARE LICEMNSE TERMS =
SafeNet Authentication Client L

Legal notice:

SafeMet software is not sold; rather, copies of SafeMNet software are

licensed all the way through the distribution channel to the end user.
UMLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFEMET THAT
COMNTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFEMNET
SOFTWARE, THE TERMS AND CONDITIOMNS OF THE APPLICABLE LICEMSE
AGREEMENTS BELOW APPLY TO YOU. Please read the agreements -

@ || accept the license agreement
T 1 d0 fiok acCept e IGefse agreerer

[ < Back ][ Mext = ] [ Cancel

& =

Chon “I accept the lecense agreement”, chon Next
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

r B
3 GCA-01 Setup =].0
Destination Folder
Select a folder in which the application will be installed. SafeNet.

Setup will inztall the filez for GCA-01 in the fallowing folder.

Toinztall in a different folder, chick Browse, and select another folder.

D estination Folder

C:\Program Files\G CATTY

¢Back || Memty | [ Cancel

Chon Next
1) GCA-01 Setup =)

Updating System
Pleass wait while GCA-D1 is being installed. SafeNet.
I Copying new files. .

File: Copying new files...

Directary:

Size:

.......EEHEEi........
Chon Next
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

% GCA-01 Setup

GCA-01 has been successfully

SafeNet installed.

Authentication
Client

Click. Finizh to exit Setup.

Chon “Finish” dé két thic qua trinh cai dat thiét bi USB Token.

Buée 3: Kiém tra xem dudi goc phai man hinh c6 biéu twong USB Token

Hoac vao menu Start — SafeNet — SafeNet Authentication Client

. SafeMet
. SafeMet Authentication Client
@ SafeMet Authentication Client Tt
@ SafeMet Authentication Client

1.2.2.3 Po6i mat khau cho thiét bij eToken
Bude 1: Cérr} thiét bj USB Token vao cong USB ciia may tinh, thdy dén do nhéap nhay.
~ Budc 2: Nhap chudt phai vao bi€u tugng USB Token ¢ goc phai man hinh va chon
“Po1 Mat khau cta token”.

Cdng cy

1 B8i Mt khau cda token
Théng tin chdng the

Thoat
[ T T ¥

ERNG

WO4/P0TE

Hoac vao menu Start — SafeNet — SafeNet Authentication Client — SafeNet
Authentication Client Tools

1. SafeMet
. SafeMet Authentication Client
@ SafeMet Authentication Client Te
@ SafeMet Authentication Client
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Nhap chudt trai vao muc “Do6i Mat khau cua token”

4

(S)
T 9
3 15664UGS 08\16413
Gc D$66ASS: (606« QIWS
d 5 H

CHUONG TRINH QUAN LY GCA-01 &

eToken Va2
R BB t&n token

B3I M3t khau clia token

M khda token

%0a token

‘Xem théng tin token

VN fgat ket ndi Safeet eToken Virkual
—T

http://ca.gov.vn

IR T ]
A555LE0A+A00Y
H

M &t khiSu hién tai ciia token: |----

b &t khEu i cla tokern: |-...-.-.---

%ac rhan Mat khaw [sesesesenes

bt &t khau mdi cin phai dap dng vdi cdc d3c tinh thiét 13p 3 dude dinh naohia trén taken.

P4k A SL khEu bao mat cd it nhEt 8 kp b, va chila child vigt hoa, chil vigt thBng, e6, v& cac ki bl d85c
bigt [nhd 151, &, 8, %),

Madn nalf hign kai: EN

Ok | | Cancel
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

A

Nhap mat khéu hién tai vao 6 “Mat khau hién tai ctia token”. Nhap mat khéu md&i vao
6 “Mat khau moi ctia token” va “Xéac nhan Mat khau”. Sau khi nhip xong nhin “Ddng y” dé
x4c nhan sy thay ddi trén.

Giao dién théng bao thay d6i mat khau thanh cong

Bi Mt khiu: thaope ot S

':o:l M3&t khdu dd thay d&i thanh céng.

i

o Mt khau méi phdi cé dp dai it nhét 8 ky tw, phdi chiva chit hoa, chit thuwong va sé.
Nguwoi siv dung phdi nhé ky mat khdu ciia minh.
Theo miic dinh ciia thiét bi USB Token, ngwoi ding nhdp sai mét khdu lién tiép qud
15 ldn, thi USB Token sé tw dpng khéa va ngwoi diing sé khéong tiép tuc sir dung
dugc USB Token!

o Dé mé khéa thiét bi ngwoi siv dung phdi lién hé va chuyén thiét bi vé cho cdc co
quan ding ky dé thuwe hién mé khéa.

1.2.2.4 Huéng din xuat (export) chirng thu so tir trong Token
Buéc 1: Cim thiét bi vao may tinh. B4m chudt phai vao biéu tugng trinh diéu khién thiét bi
(chir S mau do) ¢ "Tray icons" phia goc phai bén dudi man hinh:

Cdng cy

B Wt khau cia token

Théng tin chimg thu

Thoat

Buwée 2: Chon Menu "Certificate Infomation":
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

S)

LUGSOSLIEE

] & b=000
DJ/GCA CHU'ONG TRINH QUAN LY GCA-01

Cép cho Tink k.. 5d higu TEn tiinh chila TEn than thign

' WINgdbiding TestMew ... Higulde 2EDTEF A1C2ED4FDFE..  <Khéng:
E Coquanc.. Higulle 04 <Khéng:

< >

Buéc 3: Bam dap chudt trai vao chimg thu s mudn xuat ra tép dé mo cira s6 thong tin chimg
thu so.
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

General | Details | Certification Path

La Certificate Information

This certificate is intended for the following purpose(s):
+ Al application policies

Issued to: User Test

Issued by: Co quan chung thuc so Chinh phu

Yalid from 13/05/2014 ko 12/05/2019

Install Certificate,.. |  Issuer Stakement

Bude 4: Chon Tab "Details". Chon nut "Copy to file..."

General )| Details Bcertification Path

Shiow: | <Al

Field Yalue

=) Wersion W3

Serial riumnber 2e 2ebd

Signature algarithrn shalR54a

Signature hash algorithm shal

Issuer o quan chung thuc so Chink ..
\.l'alil:l fram 13 Thang Mam 2014 10:07:54 54
\.l'alid to 1Z Thang Mam 2019 10:07:54 5A
IF_E;]‘-'\.l hirrk llear Teck HA RIS Ran A wén

Edit Properties. .. Copy ko File, ..

K
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Buwérc 5: Trén ctra s6 "Certificate Export Wizard", chon Next

Welcome to the Certificate Export Wizard

This wizard helps vou copy certificates, certificate trust lisks and certificate revaocation
lists Fram a certificate store to wour disk.

& certificate, which is issued by a certification authority, is a confirmation of swour identity
and conkains information used to pratect daka or ko establish secure netwark,
connections. & certificate store is the system area where certificates are kept.

To continue, click Mext,

| MNext || Cancel

Bude 6: Chon Export File Format 1a DER, hodc Base-64, chon Next:

Export File Format
Certificates can be exported in a variety of file formats,

Select the Format wou want bo use:

(® DER encoded binary #.509 { CER:

() Base-64 encoded %509 { . CER)
() Cryptagraphic Message Syntax Standard - PKCS #7 Certificates ( P7E)
Include all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (PFx)
Include all certificates in the certification path if possible
Delete the private key if the export is successhul
Export all extended properties

Microsoft Serialised Certificate Store {,53T)

MNext || Cancel

Bude 7: Chon dudng dan File to export, chon Next:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

File to Export
Specify the name of the file vou want to export

File name:

i\ UsersiusernameiD UserTest, cer | | Browse. ..

Mext || Cancel

Bude 8: Chon Finish, trén ctra s6 "Completing the Certificate Export Wizard":

Completing the Certificate Export Wizard

‘ou have successfully completed the Certificate Export wizard,

You have specified the following settings:

File: Marne:

Export Kevs

Include all certificates in the certification path Mo

File Formak DER Encoded Binary %,509 (*,cer)
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Tai liéu hudng dan sir dung bd cong cu ky s6 GCA-01

Buwdc 9: Thong bao Export thanh cong:

The exportwas successful,

1.2.3 Cai dit trinh diéu khién va thay doi mat khau thiét bi ST3
1.2.3.1 Thiét bi ST3

1.2.3.2 Cai dit trinh diéu khién thiét bi ST3
Bugre 1: cdm thiét bi USB Token vao céng USB cua may tinh, mé chuong trinh “My
computer” ndm trén man hinh

d 0 B

Lotus Hol thao ~\WRLO00S
Domi.. EXVGCA

g ® & G

CAmATTERR B OTUSIN OTESIIRS |10 €553 | SERTa| [ EUTh U0

Shows the disk drives and hardware connected to this computer.

M¢ b dia VGCA:

05 () RECOVERY tZ]

) —
w 221 GB free of 283 GB Eﬁ 9,12 GB free of 14,6 GB

4 Devices with Removable Storage (2)

; = CD Drive (BE:) VGCA
- DVD RW Drive (D:) - 0 bytes free of 1,78 MH
CDFs
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Mame

=k | autorun.nf
gi' VGCA token.exe
gi’ loader.exe

Kich dup chudt vao t¢p VGCA token.exe dé cai dat.

Buwére 2: Cai dat driver USB Token

Lura chon ngén ngir
(Please select a language)

[?ﬂeh’mese

Chon OK

VGCA PKI Token Sets

A HO trd Cai dat VGCA PKI Token
4 @Y.\
‘j xic'lh':;r.'h'Bin‘mil'

Piéng tit ca cac chirdng trinh khdc truede khi bat dau cii dat

| NSJTAI"—I'— Nh&n “Cai dit” d& bat dBu, dick nat "Huy ba” dé thodt
L= =

bl

TOKEN MANAGER!

Chon Cai dit
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

VGCA PKI Token Setup

¥ K&t qua Cai dat VGCA PKI Token
_/ Xac!thire &]Bda]mit

WGCA PKI Token d3 duoc cai d5t thanh cdng.

I NS:TA ||,_ ||_ Click it “Hoan thanh™ g8 thoat..
=t el bl —

TOKEN MANAGER!

Huy bé

Chon “Hoan thanh” dé két thiic qua trinh cai dat thiét bi USB Token.

Budre 3: Kiém tra.
Xem dudi goc phai man hinh c6 biéu tugng USB Token.

. ¥
| B | VGCA PKI Token di san sang |
3:09 CH
05/05/2011

A D

Hoéc vao menu start — VGCA — PKI Token — PKI Token Manager.
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Maintenance -
Microsoft Office

Microsoft SQL Server 2005

Microsoft Visual Studic 2008

Microsoft Windows SDE vB.04

Maobile Partner

Metwork Viewer & Capture 4

Panda Cloud Antivirus

Roxio Creator Starter

Secure Token 5T3

SharePoint

Startup |
Tetal Commander
WGCA

o Hueong dan su dung
)3’ Xac thuc-Bao mat
. PKITcken

EEEEEEEEEEEEEE

m

MWECA roren wasscen
/‘ /n: s & Bho mit Ao A 0O

El % C&u hinh

S D tén PKI Token
ﬁ Thay déi PIN code
f‘ Chuhg thu's6

w{}cmmwt

‘Xac thu’c &|Bao mat

tMANAGER

AT AT A T

1.2.3.3 Poi mat khau cho thiét bi USB Token ST3
Giao dién thay doi mat khau
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

PKI Token Manager E

_ TOKEN MANAGER!
M ahad & Bha min
Cau hinh _
0ozt o Cal dat - Thay dol PIN code

IN code cil:

PIM code mdi (8 dén 32 ky hr):

¥ac nhan PIM code mdi (8 dén 32 ky hur):

o i | Hiybs |

Nhap mat khéu can thay vao 6 “PIN code cli”. Nhép mat khau méi vao 6 “PIN code
moi” va “Xac nhan PIN code méi”. Sau khi nhap xong nhan “Chip nhan” dé x4c nhan sy thay
doi trén.

Giao dién thong bao thay do6i mat khau thanh cong.

Ngwoi sie dung phdi nhé kj mat khdu ciia minh.
Theo mdc dinh ciia thiét bi USB Token, ngwoi ding nhép sai mét khau lién tiép qud
06 lin, thi USB Token sé tw dpng khéa va ngwoi ding sé khong tiép tuc siv dung
dwoc USB Token!

o Dé mé khéa thiét bi ngwoi sie dung phdi lién hé va chuyén thiét bi vé cho cdc co
quan ding ky dé thuwe hién mé khéa.

i
o Mt khiu méi phdi cé d dai it nhét 8 ky tw, phdi chiva chit hoa, chit thuwong va sé.
[}
[}
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

2 Hudéng din sit dung bd cong cu ky s6 GCA-01 dé Ky so va xac
thue tai li€u dién tir

2.1 Giéi thiéu chung

Bo cong cu ky sd CGA-01 la bo san pham cép phat cho ngudi dung cudi. Cac thanh

phan trong bo cong cu ky s6 GCA-01 gom

Thiét bi luu khoa va ching thu s6 USB Token.

Dia CD chita chimg thu s6, driver thiét bi USB Token.

B6 phan mém ky s vSign 2.3.

Tai liéu gi6i thidu san pham.

Trong d6 bd phan mém ky sé vSign 13 bd phan mém cung cip mién phi cho ngudi sir

dung dé ky s va xac thuc tai liéu dién tir trong moi truong giao dich dién tir, bd phan mém
vSign chi hoat dong trén cac h¢ dieéu hanh Windows.

vSign sir dung cac dich vu chimg thuc chit ky s6 ctia hé thong co so ha tang khoa cong

khai PKI chuyén dung Chinh phu dé tao chit ky sé an toan trén cac tai lidu dién tir bang cac
thuat toan mat ma an toan.

2.1.3

vSign dam bao toan bd cac yéu cAu vé xac thue tai lidu:
bam bao tinh xac thyc cua nguoi ky trén tai li¢u ky.
bam bdao tinh toan ven dir li€u cua tai li¢u ky.

Pam bao tinh chdng chdi bo khi ky tai liéu.

Cac dac diém cua vSign

Giao dién than thién dé dang sir dung.

Str dung cac chuan PKI ctia thé giGi vé chir ky s6 va ma hoa dir liéu: chuan khuén
dang chir ky s6 XaDES, PKC#7, ...

Cac thuét toan mat mé va ky s trong vSign dap img danh muc tiéu chuén bat budc ap
dung vé chir ky s6 va dich vu chimg thue chir ky s6 ciia bo Thong tin va Truyén thong.
St dung cac dich vu ching thyc truc tuyén trén mang tmyen s0 li¢u chuyén dung
Chinh phu: gan dau thoi gian, kiém tra chimg thu sd truc tuyén, ...

Tich hop dau thoi gian vao chit ky dién tir.

Kiém tra trang thai chimg thu s truc tuyén khi ky sb va xac thuc tai liéu.

vSign dugc trién khai cho cac co quan thudc h¢ théng chinh tri.

Cic thanh phan chinh trong bé phin mém vSign

vSign - PDF ky s6 va xac thuc tai liéu PDF, cung cdp cho nguoi dung thong tin xéc
thuc vé chu thé cua tai liéu, dam bao tinh tin cay va toan ven ndi dung va an toan cua
tai liéu PDF trong giao dich dién tu.

vSign - F ¢co thé ky s6 va xac thuc tat ca cac dinh dang tép dir li¢u trén moi trudong
Windows.

vSign - Mail c6 thé ky sé va xac thyc ndi dung cac vin ban dugc soan thao trén cac
trinh soan thao vin ban théng qua bd nhé dém clipboard cua hé diéu hanh Windows.

Cac chuan dap ung

Chuan khuén dang chimg thu s X509 v3, phin mém vSign co thé st dung cho céac
chung thu sb cta cac nha cung cap dich vu khac ¢ dinh dang chuin X509 v3.

Chuan khuoén dang CRL va chung thu s6 theo RFC3280 (Certificate and Certificate
Revocation List (CRL) Profile).

Ham bam bao mat (FIPS PUB 180-2) SHA-1, SHA-512.

Chuén khuén dang chir ky sé6 XAdES (XML Advanced Electronic Signatures) v1.3.2.
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» Chuan khudn dang chit ky s6 PKCS#7 (CMS — Cryptography Message Syntax).
*  Chuan gan dau thoi gian theo giao thire TSP RFC3161 Time-Stamp Protocol (TSP).
e Chuan ky s0 tai liéu PDF theo ISO 32000-12.

2.2 Cai dat phan mém vSign2.3
Buée 1: Mg dia CD duoc cap phat theo ching thu sd.

m TML F \{ |

Chung thu so driver etoken Huong dan su vSign Setup
dung

Buéc 2: Chon b cai x86 (cho 32-bit) hodc x64 (cho 64-bit) phii hop véi hé diéu hanh
dang str dung.

whd
[ | File folder

peali)
[ | File folder

Bude 3: Cai dat chuong trinh vSign Setup
- M¢ thu muc vSign Setup, chon setup.exe.

. dotnetfx

‘L setup.exe I
vSign2.2.6_Setup.msi

- (Giao dién cai dat

i® vSign-GCA

Welcome to the ¥vSign-GCA Setup Wizard

The installer will guide you through the steps required to install +Sign-GC& on your computer.

WwWARMIMG: Thiz computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may result in severe civil
or criminal penaltiez. and will be prozecuted to the maximurn extent pozsible under the law.

Cancel

- Chon Next
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% vSign-GCA

Select Installation Folder

The installer will install wSign-GCA ta the Fallowing folder

Folder:

Toingtall in this folder, click "Mext". To install to a different folder, enter it below or click "Browse'.

C:“Program FileshT TCAA\Sign-GCAN

" Just me

Cancel

Inztall wSign-GCA for poursell, or far anyone who uses this computer:

< Back

Browse...
Dizk Cost...

- Chon Next

% vSign-GCA

Confirm Installation

The installer is ready to install »Sign-GC& on pour computer.

Click "Mest" to start the installation.

Cancel

< Back

- Chon Next

i vSign-GCA

Installation Complete

wSign-GCA has been successfully installed.

Click *Close to exit.

Please uze Windows Update to check for any critical updates to the MET Framework.

Chon Close dé két thiic qua trinh cai dat.
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2.3 Cau hinh cho phin mém vSign2.3
Chuc néng,céu hinh hé thong gitp nguoi st dung co thé st cac dich vu chung thyuc
chir ky s6 khi ky 6 dir liéu va xac thue chir ky s6. o
C6 hai cach d¢ khoi dong giao dién cau hinh cho phan mém:
Cach 1: Tu giao dién chinh click vao chirc ndng cau hinh.

>/

L Cdu hinh

CAu hinh hé thdng

ny su va xac thu'c tai liéu dién tuw

el

%ac thue Ch se7 R Dia chil thur dién tor Tén co guan

Test Mew Profile 3 testNI@ca.gov.vn BCY
@ Ky 58

¥ wacthuc chirky

i

Chirng thur s

Chirng thur st

o Duyétlai [ Luu ching thu s8 thinh tép.. «

Danh sach chimg thur 53, CUC CHUOMNG THIC SO VA BAD MAT THONG TIN .3

Cich 2: Chudt phai vao Traylcon trén khay hé thong va chon chirc nang “Cau hinh”.

Ky s - Xac thu'c tép
ki 50 - ¥ac thuc B ligu PDF

ko s - ¥ac thoc ndi dung »

I] o500 bk 5 g

Thidng tin phan rmém

Huéng dan sir dung

k&L Ehic

ENTR W @

Thyuc hién mdt trong hai cach trén giao di¢én cai dat s€ nhu sau:
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Cau hinh hé thédng

Sir dung dich vu cap dau thoi gian
May chid cdp ddu thdi gian

Bia chi truy ca"p| |
Wi du: http://ca.gov.vn/tsa

Sir dung chirc nang kiém tra danh sach hiy bo
chirng thu sd

May chid céng bd danh sach hiy bé

Bia chi truy cap

Wi du: http:f/ca.gov.vn

st dung may chi Proxy

[ sir dung tai khoan Proxy

Tén dang nha“p| |

Mat khau: |

May chii Prn){',-'J |

cong: ]

Il Luu |‘ Il Huy bé l‘

2.3.1 Céu hinh ty dong gin diu thoi gian
banh dau vao muc “Sir dung dich vu tem thoi gian” dé cau hinh cho phép hé théng tu
dong gan dau thoi gian vao van ban ky so.

sir dung dich vu cip diu thai gian

May chd cap ddu thai gian

Bia chi truy cip http://ca.gov.vn
Vi du: http:f/ca.gov.vn/tsa

Sir dung chirc nang ki€m tra danh siach hay bé
chifng thu s

May chid cdng bd danh sdach hiy bd

Dia chi truy ca"p| |
Vi du: http:f/ca.gov.vn

Sir dung may chi Proxy

[ ] s&r dung tai khoan Proxy

Tén déng nha"p| |

Mat khé’u:l |

May chi Prnx‘,-‘J |

e

i 1] |I Il Hiy bo II
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) Gd vao tén may chu cung cap dich vu cip diu thoi glan, may chu gléu thot gian cua h¢
thong PKI chuyén dung Chinh phu http://ca.gov.vn/tsa, nhap nit “Luu” dé luu cau hinh.

2.3.2 Céau hinh Kkiém tra danh sich hity bé chirng thu s6

banh dau vao muc “Str dung kiém tra danh sach hity bo chung thur s0” @é ciu hinh cho
phép hé thong tu dong truy cép danh sach huy bo chimg thu s xac dinh tinh trang chimg thu
sO.

Cau hinh hé thing
Sir dung dich vu cdp dau thoi gian

May chi cap dau thai gian

Pia chi truy cap http://ca.gov.vn
Vi du: http://ca.gov.vn/tsa

Su"dl_mg chu"g nang kiém tra danh sach huy ba
May chi cdng bd danh sach hiy bo

Pia chi truy cap http://ca.gov.vn
Vi du: http://ca.gov.vn

[] sir dung may chua Proxy

SUr dung tai khoan Proxy

|| Luru || || Hl:l"f bo ||

Thong thuong, dia chi may chu truy cap may chu CRL dé tréng, chuong trinh s& tu
dong tim kiém CRL, khi ¢6 may chu CRL khac vdi dia chi luu trong chimg thu s6 thi méi
phai nhap dia chi may chu CRL, nhap nit “”’Luu” dé luu cau hinh.

2.3.3 Céiu hinh proxy

Khi hé théng co ProxyServer thi phai ciu hinh sir dung may chu Proxy cho chuong
trinh, nhép t€n may chu Proxy hodc dia chi IP, nhap cong. Néu c6 thiét 1ap tai khoan dé€ dang
nhap Proxy thi nhap tai khoan va mat khau cho tai khoan.
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Cdu hinh hé thing

S dung dich vu cap dau thdi gian

May chil cap thdi gian

Bia chi may chi .
truy cip: http:/fca.gov.vn/tsa
Vi du: http: fjca.gov.vn/tsa
Si dung chifc nang ki€m tra danh sach hiy bo
chifng thu s tru'c tuy&n
May chi CRL

Efyﬂ ;n:éy il Lt ffea.gov.un

Sir dung may chia Prosoy

Cau hinh Proxy
S(r dung t3i khoan Proxy

Tai khoan Proxy

Taikhoan; Userdl

. i
Mat khau:

May chil Prosy: P'rmcySErver|

Céing: 8080

I Luru 1 || HL'J}' ba 1

Chii y: v6i Proxy ISA nguwoi quan tri hé théng can cai dit thém mét sé phwong thirc
xdc thuc kiéu Basic dé chwong trinh hoat dong dung.

2.4 Hudéng din sir phan mém vSign2.3 dé ky s6 va xac thwe tai liéu
dién tir

2.4.1 Khéi dong chwong trinh ky s6 va xac thuc tép
Pé khoi dong phan mém kich dup vao biéu twong chir “V” mau do trén man hinh,
hodc chon Start — Programs — GCA-01.

[d M GCA-D

S o Huong dan su dung

Chuong trinh sau khi dugc khoi dong s& thuong tra trong bo nhd, biéu tugng cia
chuong trinh nam dudi khay h¢ thong.
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Ky s - Xac thu'c tép
ki 50 - ¥ac thuic B ligéu PDF

ko s - ¥ac thoc ndi dung

Zau hinh hé thiang

Thidng tin phan rmém

Huéng dan sir dung

k&L Ehic

Giao di¢n chinh cua chuong trinh.

@?"T

Ky s0 va xac thu'c tai liéu dién tr

wac thire A L Gidi thigu
. Cac chirc nang chinh cla chudng trinh
@ s 1K} 56
Chifc ndng nay ding g8 ky tai iéu dign tf sUf dung ching thur s8.
() wacthuc chitky 2.%4c thuc chif ki
Chifc nang nay dung dé kigm tra tinh toan ven cla dit éu d3 ky.
Chifrg thur s& 2 3.Chihg thu =6

Chifc nang nay s dung d& quan I¥ ching thu 56 cda ngudi ding trong thigt bi.

Chirng thur 58

VA BADMAT THONG TIM 2

2.4.2 Cac chirc niing chinh ciia ky so va xac thue tép

2.4.2.1 Ky s tép dir liéu

C6 2 cach d@é ky sb tép dit liéu bao gdm: str dung chirc ning “Ky sd ” trong giao dién
chinh cua chuong trinh, hodc tir thyc don ngir canh cua Windows nhap chudt phai vao t&p
chuan bi ky s6 sau do6 chon “GCA-01” -> “Ky s0”.

Buréc 1: chon céch ky s6 tép dir li¢u.
Céach 1 : ky so6 trong giao dién chinh cta chuong trinh.
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Ky s0 va xac thu'c tai liéu dién tir

WaC thye 20 O Gid thigu
N Cac chufc nang chinh cla chuong trinh
| @ et LKy s
Chifc ndng nay dung g8 ky tai igu dign tlr s0f dung chihg thu s8.
) wacthue chitky 2.4 thuc chif ki

Chifc ndng nay dung d& kim tra tinh todn ven cla dif éu d3 ky,

Ching thr s & 3.Chiiing thur =8
ChiFc ndng nay s dung d&8 quan ¥ chiihg thur 58 cda ngudi ding trong thigt b,

Chirng thur s

CLIC CHING THUC 56 VA BAD MAT THONG TIM. 2

Céch 2 : Ky tur thuc don chudt phai.

Open
Edit
New
Print

1-Zip >
Shred File

Scan Docl.doc

€ ®

Convert to PDF in Foxit Reader

&

Open with...

Share with >

&

TortoiseSVN »

GCA-01 »

Restore previous versions

Ky s&
Xac thuc

Send to >

Giao dién ky hién thi nhu sau :
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Chon t&p Danh sach tép
Lira chon cac kEp cdn ky st
Chon chirng thu
Thémtép || Loaibd
Thur muc luu Tén tép Dung hrgng

Tign krink ks

<o | [Eieesd

Budc 2: Thém tép, xéa tép vao danh sach.

Bang cach nhép vao nut “Thém tép” hoic loai bo tép ra khoi danh sach bang cach
nhap vao nit “Loai bo”.

Nhap “Tiép theo” dé tién trinh ky s6 dugc tiép tuc.

Buéc 3: Chon chirng thw s sir dung dé ky s6 dir liéu.

Chon tép Chiing thy s0 ky
Lira chon chifng thr 58 sir dung 38 ky s
»  Chon chirng thar

Thir muc lru
Tién krink ks

Chitnig thure 8 sir dung 98 ks 8
Test New Profile 3<testh3i@ca.gov. vn= W | V’

(*1 khi khdng tim th&y chiing kb sd cdn s dung trong danh sach,
kigrmn kra lai khigk bi 1JSE Token

L < Tri lai 4 LTié’p kheo }4
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Chon tép Pudng din tép Iuu két qua ky s6

Lura chon dudng dan tép 48 duac by
Chon chirng thu'

Thu' muc ey

Tign krink ks
Erding dan oy kEp ki
|C:'I,Llsers'l,thal:npl:'l,DDcuments'l,DDc1 50 | F T ]

| =Tl | [Tnthen s

Nhap “Tiép theo” dé tién trinh ky s6 dugc tiép tuc.

Bud6c 4: Nhap mit khiu ding nhip thiét bi USB Token:
- eToken:

(S) BiEng nhap token ﬂ

LLUGSOSLIb]

ASSL L&D b= AOTN
‘%CA CHUONG TRINH QUAN LY GCA-01

MNhap Mt kh3u cha taken.

Tén token: eloken

b &t kh3u cha token: || |

Modn nolf hién tair EM

o [ et |

- ST3:
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ﬁ Tham tra PIM code:

PIN code: | |
S dung ban phim &o

| Bingrhép | [ Hiybs

Nhap mat khau truy cap USB Token.

Thuc hién ky s
Ch ke
i Thire hién kgt s3 danh séch tép 48 duge lira chon

Chon chirng thar

Thar muc luou

Tién trinh k¥
= Thuc hién ky =0 ...

|| < Trdf lai || || TiEp theo = .|

Thuec hién tac vu ky s6. Cho trong gidy 1at va xem bang tong két qua trinh ky sb tép dir

lidu.
Buwéc 5: Kiém tra qua trinh Ky so.
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@rr

Ky s0 va xac thu'c tai liéu di

wac thuc # ) KBt qua kv sa
w Qua trinh ky s& thanh cdng!
@ Ky 58
[ Danh sach tép da dudc ky sa:
E nac thue chif ky _] T Userstthaopc DocumentstDocl.docx
L T % |l| CFDusng dén t&p chiia chil ky:

_] CiUserst thaopc Docurnentst Doc . sig

Chirng thur s
A Chii s hitu chifng thu 58 ky:

EdTest Mew Profile 3<testh3@ca, gov.vns=

(Z Thii gian ky:
13/04f2016 10:05:05 +07:00

{Z Thidng tin dau thdi gian:
EdChing thr s TSA: May chl cip diu thai gian
Thai gian: 13/04/2016 10:05:05 +07:00

CUCCHUNG THURC SO WA BAD MAT THONG TIN .3

Chii y: Chwong trinh co thé ky nhiéu tép cing mét liic, cdc tép dwoc - 80p lgi va ky,
ldy tén la tép dau tién trong danh sdch cdc tép dwgc ky. Nhuw vi du trén, tép dau ra la “Cong
van 2” la tép dwoc ky gop cua 3 tép “Cong van 1.txt”, “Cong van 2.txt”, “Cong van 3.txt”.

; Z3ng wanz2

Type: SIG File
Dake Modified: 7/5/2010 10:28 &M
Size: 8.60 KB

Tép ky dau ra co dudi la “.sig” va co biéu twong chit “V”’ mau do.

2.4.2.2 Xac thue chir ky

C6 3 cach dé xac thyc chit ky nhu sau: Tur giao dién chinh cta chuong trinh chon chire
nang “Xac thuc chir ky” va lgya chon tép can xac :thuc, tur thuc don chudt phai cua windows
chon “GCA-01” -> “Xac thuc”, kich dup vao t€p can xac thuc(t€p c6 phan mé rong 1a sig).

Budc 1: chon cach xac thuce chir ky.
Cach 1: tir giao dién chinh cua chuong trinh.
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Ky s0 va xac thu'c tai liéu dién tir

WaC thye 20 O Gid thigu
. Cac chufc nang chinh cla chuong trinh
@ [{yee 1K 58
Chifc ndng nay dung g8 ky tai igu dign tlr s0f dung chihg thu s8.
I_E', e thut chif ky 2 X4C thuic chif ki

Chifc ndng nay dung d& kim tra tinh todn ven cla dif éu d3 ky,
Ching thr s & 3.Chiiing thur =8

ChiFc ndng nay s dung d&8 quan ¥ chiihg thur 58 cda ngudi ding trong thigt b,
@ Chirng thur s

CLIC CHING THUC 56 VA BAD MAT THONG TIM. 2

Chon tép can xac thyc chit ky.
Cach 2 : st dung thuc don chudt phai.

Chon tép can xac thuc chit ky va nhap chudt phai 1én tép d6 dé chon chtic ning xéc
thuc chir ky.

Open
1-Zip

Shred File

Scan Docl.sig
Open with...

Share with
TortoiseSVN

GCA-01

Restore previous versions

Send to

Cut
Copy
Create shortcut

Delete

Rename

Properties
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Cich 3: kich dap vao tép can can xac thyc chit ky.

; Zang vanz

Type: 5IG File
Date Modified: 7/5/2010 10:23 AM
Size: 5.60 KB

Budce 2: Xac thue chir ky.
Sau khi thyc hién mét trong 3 cach chuong trinh s€ ty dong xac thuc chir ky giao dién
hién 1én nhu sau:

®ac thue ehir ky -
Xac thuc chill ky

Chi ky hgp 1€
Sa——— ¥ el
Chon tEp can xac thurc chi by

|C:'I,Llsers'l,thau:upu:'l,Du:u:uments'l,Du:u:1 .5ig | L . ‘J
Tién trinh kigm tra Tinh trang

V'Kié'm kra kinh bodn wven it lidu chira bi thay dSi

s Kigi tra chirng thur s& (CTS) nguii ky Hap I8

vk:ié'm kra CTS may chil c&p d&u thii gian (TSA)  Hap |8

T —

Nhap “Két thac” dé xem tong két qua trinh xéac thuc.

Budrc 3: Kiém tra thong tin vé chir ky trén giao di¢n tong két.

34/55



Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

@rr

Ky s0 va xac thu'c tai liéu dién tir

Hac thue # ) K&t qua xac thuc a
. w Tinh trang xéac thic: Chil ky hdp 18!
@ L7 DY ligu hap (&, chida bi thay A
Chithg thu =6 ky hop 18
(¥  wacthuc chiky chifhg thur s& TS4 hap 18
L T % |l| ZFDudng dan tép d& dudc kiém tra chil ky:

_] CiUserst thaopc Docurnentst Doc . sig

Chirng thur s

[ZDanh sach tép dd dudc ky si:
_] Docl.docx

£ Chi sd hitu chiing thi s8 ky:
EdTest Mew Profile 3<testh3@ca, gov.vns=

(3 Thigi gian ky:
13/04f2016 10:05:56 +07:00

m Luu cac tép vao thd muc._.

Budc 4: Xem va luu tép da xac thue.
- B¢ xem cac tép c6 thé nhap dap chudt vao t€p can xem.

Ky s0 va xac thu'c tai liéu dién tuw

#ac thue # 3 KBt gua xac thuc h
. w Tinh trang xéac thic: Chil ky hdp 18!
B v DG i&u hap 18, chita bi thay g8

Chitng thir s6 ky hop 18
¥ wécthue chirky Chithg this 8 TS4 hap 18

“Puing dén tép d& dudc kiSm tra chil ky:
1] C:\Usersithaopc\DDcuments\DDcl.si
[ZDanh sach tép dd dudc ky si:
_] Docl.docx

Chirng thur s

Chirng thur st

i

A Chii s hitu chifng thu 58 ky:
EdTest Mew Profile 3<testh3@ca, gov.vns=

(Z Thii gian ky:
13/04f2016 10:05:56 +07:00

m Luu cac tép vao thd muc._.

5an sang

Hoac luu tép lai dé xem, nhép “Luu céc t¢p vao thu muc...” dé thuc hién viéc léy
danh séach cac tép ky so ra khai t&p chir ky.
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{EI‘M For Fol

Chaon thur muc luu cac tép

Bl Desktop

> = Libraries

> A VGCA

[l : M Computer

b ’?ﬂ Metwork

> B8 Control Panel
£ Recycle Bin

> 4 icon

[ Make Mew Faolder ] [ K ] [ Cancel

L

2.4.2.3 Xuét chirng thw sb trong thiét bi ra tép
Buéc 1: Cim thiét bi Token vao may tinh

Budrc 2: Trén giao dién chuong trinh, chon menu "Chimng thu s¢"

@ on

Ky so va xac thu'c tai liéu dién tuw

»

ac thue Ch 567 Rt Bia chii thur dién tor Tén cd guan

B2 Test Mew Profile 3 testNad@ca.gov.vn BCY
@ Ky 5B

¥ wacthuc chiky

i

Chirng thur s

Chirng thur st

o Duyétlai [ Luu ching thu s8 thinh tép.. «

Danh sach chimg thur 53, CUC CHUMG THUC 50 VA BAD MAT THOMG TIMN .3

Buwéc 3: Chon ching thu sb trong danh sach muén lwu. Vi du: "Test New Profile 3" nhu trén
hinh.

Buwdc 4: Chon "Luu ching thu S(f) thanh t€p ..." dudi thanh cong cu. O day c6 hai dinh dang
cho phép nguoi dung lya chon dé luu chimg thu s6 ra tép 1a:
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- Dinh dang DER: déy 14 dinh dang mang byte nhi phan (binary) ndi dung chimg thu sd.
- Dinh dang Base64: Chung thu s6 s& luu dudi dang chudi Base64, ¢6 cac tag danh dau
Header (-----BEGIN CERTIFICATE-----) va Footer (-----END CERTIFICATE-----) cua
chung thu sb, day con goi 1a dinh dang PEM (Privacy Enhanced Mail).

@ p—

Ky s6 va xac thu'c tai liéu dién tur

#ac thue 0| cho sk Bia chi thur dign Tén cd quan
E= Test MNew Profie 3 testN3@ca.gov.vn BCY
@ Ky s
E’, wac thue chit ke
Chirng thur si =
Chirng kb si

Binh dang DER. (Binary)

Binh dang Basetd (PER)

© Duyétlai | B Luu chitng thu i thanh tép... v

Danh sach chimg thur s8. CUCCHOMGE THURS SO WA BAD MAT THONG TIN .

Buéc 5: Chon duong dan luu tép chimg thu sb:

= P 10 e Desktop v test2 » Mewfolder v O Search Mew folder
Organise « Mew folder B== -
2 Date rmodified Type
1 This PC
b Desktop Mo iterns match your search,

2| Docurnents

& Dowenloads

o Music

=| Pictures

B Videos
L Local Disk (C:)

w wotkspace (B
a data (F)
= Local Disk (L)

LU 4

File name:

Save as type: | X509 Certificate (*.cer)

“« Hide Falders Cancel

Thong bao xuét chimg thu sb ra tép thanh cong:
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o Luu ching thu 38 thanh cdng!

2.5 Ky sb va xac thuc néi dung thu

2.5.1 Ky sb ndi dung thw
C6 hai cach dé ky sb noi dung thu nhu sau: tir trinh soan thao thu sir dung phim tat
Ctrl + E, tr Traylcon cta h¢ thong chon “Ky s0 - Xac thye ndi dung” -> “Ky so (Ctrl+E)”.

P

Ky s0 - Xac thuc tép

Ky 58 - Xac thut tai liéu PDF

Ky s6 (Crtl+E) Ky 56 - ¥ac thuc ndi dung »

%4c thuc (Crtl+D) C&u hinh hé théng

Thénag tin phdn mém

Hurdng d3n sir dung

Két thic

Sau khi thuc hién xong tac vu hién thi giao dién nhu sau:

vSign - M E

)%CA Chon chiing thu 56 ngudi ky

Bacibane B Eda i

Chon chifng thur s&8 ky

[Pham Cong Thao<thaopc@ca.gov.vnz> v] -@’

* Khi khdng tim thy chitng thue 58 c3n s dung trong danh sach, kiém tra
lai thiét bi USE Token

1)

< Trdla | TiEp theo =4 |r Hiy bé 1|

Chon chung thu sé can ky, nhap “Tiép theo” dé qua trinh tiép tuc.
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

vSign - M : K&t qua ky s& dif lidu =
”cl—BEGIN SIGMED DATA— -

MIAGCSqESIb3DOEHAGCAMIACAQEXCzA JBgUrDgMCGgUAMIAGCSqGSIb 3D0EHACABBRMAGQACWBMAGDACWBMAGQAY JBmA
AAAAACggQVAMIIFdDCCBFygAwIBAgIDLALOMADGCSgGSIb 3D0EBBOLAMFY kT zA BgNVBAYTAIZOMROWGWYDVOQKDER CY\4g
0 28geWV 1IENoaW SoIHBod TEoMCY GA 1UEAww Q) 28gcXVhbiBjaHVUZ yBOaHVIHNVIEMoaW SoIHBod TAeFwOxMT AMDUwWME3MTI
aFwOxNiAAMDMWMIE 3MTIaMIGGMOQswCQ YDV QGEW IWTIEAMESGA 1UECawUOmPUIENyIHISEDaGluaCEwaHUxL jAsBgNYEAsM]
LIM 1% yBRAWFUIGx SIELSIHR odWFOIE SnaGllcCE 2dSBN Y X Qab\WExDzANBgMVBACMBKhhIE SvaTEXMBUGA 1UEAwwWOLGhhbSBOb 250
[FRoYWSwogEIMAIGCSqGSIb3D0EBAQUAAIED wAWggEKAIBACDYi3erbRUKd 15Fba 7AYL [Agr 4vNCdHIbMehelUND 1pTTaajlUk
qdcoAtUszZzPiATYZWdBS 2F IITEZHT AWEXPOO AIF /8 2P +aplztIUly 22v06s 3ManSHS 1FVUzL OkgkiutnsgFpOb4z0IvK 7Y Vy X9 1GFdh
Wiy WHr +PAIMLGWhHIDun 2M4r 1V 2K fig@PbawQxGCWpafag9onukITY 1uTUGOZFd 12dM 2D +PUIWHMwkd AbQX e\WamuwoysPNTaa
MeekOw -+ Y Tgtdwintlxy12F SE45DhaVeHdFwXiXnlCBn )8 FxlunGefID 4 vhO Irao SkAMMigwnhOTOIAFP [DCeaitAgMBAAG gl YMIIC
FDAJBgMVHRMEAjAAMASGA 1UdDwWQEAWIGQDAIBalghkoBhvhCAQOEGEYWVXMICETaW dulGImIENoaW SoIlHBod T AdBgMNVHO4EFg
CUSPWSITHA KM IMPECSUNEkBseFOEwgZUGA 1UdIwSBTCBioAUBTFA S +s4/A227F Qw4

+Evdjxhyhb&R tMGsxCzAIBEgMYBAYTAIZOMR.OwWGWYDVQOQKDBRCYW 4gQ 28geWV 1IEMoaW SolHBod TESMDsGA IUE AvwwDQ 2BgcXy
hbiBjaHYuZyB0aHViIHMvIGModXlIbiBkd\W SnIEMoa\W SoIHBodS Aol mSwdENEKYIEBD AbBgMVHREEFDASgRE0aGFvcGMAY 2ELUZ 292N
ZUMDIGCWCGSAGS +EIBBAQIFINodHRwWOISwY 2EuZ 29 2L nZul 3Bra5S9wdWIvy 31sL 2MwLmMNybDAyBalghkgBhvhCAQMEIRYjaHROD
ovL 2MhLmdvdi52biSwa 2owrcHVIL 2NybCScC Sicmww Y wYDVROfBFwwiWjApoCeg 17 jaHR OcDovL 2MhLmdvdi 5 2biSwa HovcHVIL 2MybC
9jcC SjcmwwlaAroCmGI2h0dHAGL ySwdWIuY 2EuZ 292 nZul 3BrasowdWIvy 3JsL 2MwLmNybDAyBgarBgEFBQBAQOQMMCQwIgYIK
WYBBQUHMAGGFmhOdHASLySvY 3NwLmMALmdvdi5 2biswDQY Ko ZIhvcM AQEFBQADgGEBAFwY 20T cadeulBY HWdXu/CHmagges
piw 7 +divemkyVycl ImEk 2BhtGHR EsFYEnjdkncgHVR.GziByXergwI 5gU0QidHkQbgkPdGOPYG IHIguEItaY vb Fm5n' 1b 1
+AACIBCFAZr InCWTAVLDNbyTznrX 72fhUzDTyMuplOefHnsp'Y [BmVi0 +yIf 23X G5 toeGiRkmleaSF AvagMsD ++VGeoe St4CugOtio
B0F0 il fGUKZzouQwS +hQF tHime' swrSSE HyrgruscahPjoSMwZE TTRgaxsha fdk-+VCenu 1dIGUOEWwcSGLBpOAN xS & FoyaPa5sMu 3wk
JFNRUKwWbETOBX 4xgasRMIILDQIBATBAMFY xCzAJBgMVEAYTAIZOMR.OWGWYDVQQKDBRCYW4gQ 28geWV 1IEMoaW SoIHBod TEOMC
Y54 IUEAWWFD 280X VhbiBjaHYUZyB0aHYIIHNVIENoaW SoIHEod QIDLALOMAKGESsOAWIaBQC N TAYBgkghkiGow0BCOMxCwY Ko
ZIhvcMAQBMBwWGCSqGSIb 3DQEIBTEPFwlxMzA SMiQwODMzMDNaMCMGCSgGSIb 3DQEIBDEWBETcAZp 1vkkSuxo +
5ZBrmbSahmyvrDAMNBgkghkiGIwiBAQEFAASCAQBegMCVDVSNIFIv +ntOxgGETnyPETaQBZIvs Y dtYkf9cOI4ndJ0aDQ4ALHRDKEXAZG
wZFVYDQXGERMG fXPx1sakVwnl5iCwyLzDfF T ThDEEEM 725LIVHoWnpKuslSQ SMAWFD De 4y sAMZgR 0wxjBhLoPgCOY S0dGErS 2M1DG
STAWN FeHMNAKAME0 FuAn 52C fznn45dEKvmgaf)r iCoog ToedbIXwGZLQCQLb3IQVKEpI +9

+GQd6CmR.ch5buapotflaTDE2C 1IPCRBFtdsG IDnous +BLNSEgs 71 78znQvOgmoudyegRxZREZE 2gMan¥sP 5fns +1Zk 5YFSdf
+5fxDy/nmQUgRToY1IKiBIBgsghkiGow0BCRACCIFWUVRFQURSRFQWIpMYOXIVER YRESKUIJBSK 1TUONLUERRRKIDUKIDR. 1dCRIC
U1hZREFMWUIOSFhRWIRNRINGTUtaS0RFVE 1HREFFTFFHWREFWUROR. 1owggi/BasghkiGowiBCRACDIGCCK $nggigBakghkiGawl
BEwKgggibMIIIwIBAZELMAKGES=0AWIaEQAwgdkGCygGSIb3DQEJEAEELIHIBIHGMIHD AGEEBgIpAjARMAKGBSsOAWIaBQAEF JFP
Rng2MsnTSHqTXEEZ,lomiGY AgIbiRgPMjAxMzASMiQwODMSMTRaMAMCATWCEDMAYSgdER 1IMHMxCzA JBgNVEAYTAIZOMRIWEAY
DVOOHDAIIwEAGTUG 7milkdzAhBgNVEAcMGKIhbiEDxgEgeeGay 3UgQ 2iDri SolHBo4bunMSswkQYDYOQDDC INwEF SIGNa4bunl
GPhug¥wIGThugV 1IHR.o4budaSBnavWFuolIF fTCCEXkwaaRhoAMCAQICAQowDQY IKoZIhvcMAQEFBEQAwazZELMAKGA IUEEBRMC k4
¥HTAbBgMVBAMFEJhbiBDbyE 52%Ug0 2hpbmagcGh IMTOwOwYDVQODDDRDbyExdWRUIGHodW SnlHRodWMac28gY 2h 1eWvuls  ~

m

[ Sapchépvéuhﬁnh{'ﬁdéml [ Thoat u

Két qua ky s0 s€ dugc hién thi trén ctra s, nguoi dung s€ thuc hién sao chép vao bd
nh¢d dém va gan vao trinh soan thao thu dé gui di.

2.5.2 Xac thuce chir ky trén ngi dung thw

Khi nhan dugc thu da ky nguoi dung s€ copy ndi dung vao bo nhd dém va thue hién
xac thuc bang cach sau: nhap Ctrl +D hodc tir biéu tugng ctia chuong trinh trén khay hé thong
chon “Ky s6 — Xac thuc ndi dung” -> “Xéac thyc (Ctrl + D).

Khi chon mot trong hai tdc vu trén chuong trinh s€ tu dong phan tich ndi dung thong

tin va dua ra két qua.
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

vSign - M

***¥¥ac thuc thanh cong!

***5Chi sd hiru ching thur sa ky: Pham Cong Thao <thaopc@ca.gov.vn=
*==*Thdi gian ky: 15:56:54 ngay 24 thang 9 nam 2013 (Gid Viét Nam)
====Dir lidu da durgc ky sd====

Cong hoa x3 hdi chi nghia Viét Mam

Bidc Iap — Tur do — Hanh phiic

[ sap chép vao bé nhé dém ] [ Thoat

Giao dién hién thi két qua qua trinh phan tich noi dung thong tin.

2.6 Ky sb danh sach tép PDF
DPé khoi dong chuong trinh ky s6 danh sach tép PDF, tur thuc don trén khay hé théng

chon “Ky s6 danh sach tép PDF”.

Ky si - Xac thu'c tép

o -

k4 50 - Xac kb ndi dung »

Zau hinh hé thiang
Théng tin phan mém ;'
Huidng dan sir dung v
' ;M
k&t thiic Ly
Customise...

Giao dién chinh cua chuong trinh nhu sau:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

%rr

I!@ Thém | ’@ %da ‘

Tén tép

1 g¢ Cauhinhndngcao |

L d .
San sang

Chii y:

- Phan mém vSign2.3 khéng thiét ké chivc néing gidi mi va xdc thuwe chiv ky cho tai ligu
PDF, ngwoi dung sé sw dung phan mém Adobe Reader dé giai ma xdc thwc tai li¢u

PDF.

- Str dung phan mém Adobe Reader phién bin 8.0 tré' lén dé tao tép PDF va kiém tra

xdc thwc chir ky.

- Cén phdi cdu hinh phin mém Adobe Reader truwéc khi xdc thwe chit ky (vigc ciu

KY SO TAI LIEU PDF

Ky sé danh sdch tai ligu PDF st dung ching thw sé.

Moudi ky:

waigh - PDF

Dung lugng

hinh nay chi lam mét lan sau khi cai dit phan mém Adobe Reader).

2.6.1 CAu hinh ky s6 PDF

Trén giao dién phan mém ky sé danh sach tép vSign-PDF, bam chon nut c4u hinh phia

trén bén trai dé mé giao dién cau hinh:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

vSign - POF v

KY SO TAI LIEU PDF

K3 a6 danh s4ch tai ligu PDF o dung ching thie o6,

L A 5 e A a
Cau hinh ky s6 nang cao _—

Thigk 18p cac thudc tinbe 19 do ks, dan i va v b chil ke,

L do kgt | |
Bian vi: |'u'iét Marn |
Wi brf chil kg Hinh anh chi kj:

Trang: |1 |
Toa dé chif ky: ||:|.|:u:|,-|:|.|:u:| |

| Chon vitrichirki |

|@ TiEp thea || | £rdng I

%8N sang CLIC CHOMG THLRC S0 WA BAD MAT THONG TIN® .2

Giao dién cau hinh nhu sau:

CAU HINH HE THONG

® Lijutdp ky 8 cing thi muci&p gic

) S0 dung thu muc mac dinh d8 Wy cactép ky 58

Buding dén: | ClsersthaopoiDocumentsWG oA | | Thay dfi ...

O Cha phép ngudi ding chon th muc i tép ky sa

Tao thu muc con cha mdi 1&n ky
Tén thu muc can la thdi gian thuc hign ky (v du: 2014-03-08 080912)
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Trén day cho phep nguoi dung thiét 1ap thu muc luu trit tép pdf sau khi da ky s6:

1. Luu tép ky so cung thu muc t€p goc: t&p sau khi ky s& dugc luu cung thu muc véi
tép dau vao

2. St dung thu myc mic dinh dé luu cac tép ky s6: Néu nguoi dung chon thiét 1ap nay,
cac tép sau khi ky s€ dugc luu vao duong dan thu muc mic dinh.

3. Cho phép nguoi ding chon thu muc luu tép ky s6: Trudce khi qua trinh ky sé duoc
bat dau, ngudi dung s& phai chon dudng dan thu myc luu

4. Tao thu muc con cho mdi 1an ky: Thiét 14p nay chi c6 tac dung khi & ché d6 ngudi
dung tu chon thu muc luu. Néu dugce chon, thi chuong trinh sé& tu dong tao ra mot thu muc
con vdi tén 1a thoi gian tao, vi du "2014-09-08 090912" va cac tép sau khi ky s6 s& duoc luu
tai day.

2.6.2 Ky sb danh sach tép PDF
Budc 1: Chon danh sach tép PDF can ky sb:
vSign - PDF %2.3.3

KY SO TAI LIEU PDF

Ky sb danh séch tai lidu PDF st dung ching thu sd.

| | ~ aca
’:@ Thém ‘ i@ Xoa {

Tén tép Dung lugng

gk C&uhinh ndng cao Mo ky: v| Al

= x
San sang

Budc 2: Chon "Céu hinh nang cao" dé thiét lap 1y do ky, don vi, trang, toa do hién thi
chir ky va hinh anh chir ky:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

I"-"'E;ilgﬂ - ED

KY SO TAI LIEU PDF

K3 sh danh sdch tai ligu PDF s dung ching thi sé.

Cau hinh k¥ 6 nang cao

Thiék 18p cac thudc binh: [ do ks, don vi wa wi b chil ke,

Lyt dio b

Ban wi Wigt Marm

Wi bl chlf ey Hinh anh chif ke
Trang: 1

Toa di chii ky: 0.00;0.00

Chan v i chif kg |

‘I@ Tiép theo || |I Bong

San sang CUC CHUNG THUIC 54 44 BAO MAT THONG TIN

- Ly do ky, va don vi nguoi dung nhép truc tiép vao 6 twong ung
- Bé thay d61 vi tri chir ky nguoi dung bam chon "Chon vi tri chit ky", trén giao dién nguoi
dung di chuyén hinh anh chir ky dén vi tri thich hgp va bam "Luu":
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Tai liéu hudng dan sir dung bd cong cu ky s6 GCA-01

LT » m e
Cuc Chirng thwc 56 va Bao mat thing tin

Bia chiz 23 Mgy Mhr Kon Tum, Cuan Thanh Xobdn, Ha Nigi.
Bign thagi: 0437 TERGGE
Fax: D4 3773866H

Enall: infod®ca.gov. vin

Wiehsite: hittpe/ /ca.gov.vn.

b4

(OTwee | Sau () Tang 11 RKYEF20038267 b L

- D¢ thay doi hinh anh chir ky, nguoi ding bAm phai chudt vao khung hinh anh chit ky, chon
menu "Thay do6i hinh é}nh chit ky"; néu muon sur dung hinh anh mac dinh chon "Thiét 1ap lai
hinh 4nh méc dinh"; d€ Iuu lai hinh anh chit ky chon "Luu hinh anh chit ky";
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

KY SO TAI LIEU PDF

Ky s6 danh sdch tai ligu PDF st dung chimg thu sé.

Ciu hinh ky s nang cao

Thigt 18p cac thudc tinh: Iy do ky, don vi va vi tri chif ky.

Ly do ky:

Bon vi: |ViEt Nam

Wi tri chif ky: Hinh anh chif kg:
Trang: 1 .

Toa dd chir ky: 72.00;382.67

Thiét I3p lai hinh dnh m3c dinh
Thay ddi hinh dnh chit ky
Luu hinh anh chif ky

San sang
- Sau khi da thiét 1ap xong, ngudi ding chon "Tiép theo"

- Chon chimg thu s6 ky:

af P
d
KY SO TAI LIEU PDF

3 26 danh s4ch tai ligu PDF o dung ching thie o6,

vSian - PDF

||@ Thél’l’l || ||e Xu:'ua ||
Tén tEp Dung hrigng
Template, pdf 283,16 Kb

b 30 hinh ndng can | I Mo ket | Trumg B8 Ching thu dign b chuyén ding © & VI

§ Lo ki 58 || Y —

S8n sang CUC CHOMG THURC SO0 BAD MAT THOMG TIN .3
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

- Bam ky s6 d¢é bat dau:

vSign - PDF v2.3,

KY SO TAI LIEU PDF

K3 a6 danh sdch tad ligu PDF &% dung ching th 6.

‘2 Ky sb danh sach tép PDF ...

50 kEp da dirge ke 0 S0 kEp chira duoc ki 0

= Template. pdf

Trd |zi

darth séch tép pdf... CUC CHOMG THURC 50 VA BAC MAT THONG TIN. .-

- Nhéap mat khau thiét bi:

Mhap Mat khiu cia token,

TEn toker: el oken

k&t khu cla toker: sesesssnsl

Modn ngl hign tai: EM

- Ky s6 thanh cong:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

vaIgh - PDF v

KY SO TAI LIEU PDF

Ky sé danh sdch tai ligu PDF s dung ching thwsé.

K¥ s6 hoan thanh!
y

S0 tép da duac ky: 1 S0 tép chua dugc ky: 0
+ Template.pdf Template.signed.pdf
M tEp d3 ky Méthumue i Luu tép d3 ky ... ,[

=G ~
2an sang

2.6.3 Kiém tra chir ky so trén tai liéu PDF

2.6.3.1 Cau hinh Adobe Reader

Trudc khi kiém tra chit ky s6 trén tai liéu PDF can phai cau hinh ph?m ’mém Adobe
Reader. Sau khi cai dat Ado‘pe Reader, chay chuong trinh Adobe Reader dé cau hinh, tuy ting
phién ban s€ c6 giao dién hién thi khac nhau.

Comment Share

ADOBE" READER X

Open a Recent File Acrobat.com Services

) demo_SIGNED patf @ CrestePDF Online

T 373_QD63TTG.PDF . X "
Share Files Using SendNow Online

T lecturelo_note.pdf

T hatang.pdf

T How to Create Win32 Dialog Based Appli...

& open...

Easily Create a PDF File
Convert your files to PDF from work or home,
Learn More
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Muc dich c4u hinh phan mém Adobe Reader dé st dung va kiém tra duoc dau thoi
gian gin trén chit ky va lam cho phan mém tin tudng (trust) vao cac ching thu s (ching thu
s6 Root, sub, timestamp, user,...).

Pé ciu hinh vao Edit->Preferences. ..

Ctrl+Z
Shift+ Ctrl+Z

Ctrl+X
| Copy Ctrl+C
[-] Paste Ctrl+V

Delete

Ctrl+A
Shift+Ctrl+A ADOBE' READER X

Select All
Deselect All

Copy File to Clipboard .
Open a Recent File Acrobat.c

demo_SIGMED.pdf @} Creal
373_QDG3TIG.PDF
Share

lectureld_note pdf

Take a Snapshot

Check Spelling
Look Up Selected Word...

Find Ctrl+F
Advanced Search Shift+Ctrl+F

o oo o

i hatang. pdf
Protection

Analysis b
Accessibility

ﬂ How to Create Win32 Dialog Based Appli..,

% Open..

Preferences...

Easily Create a PDF File

Categories:
Digital Signatures

C ti
emmenting Verify signatures when the document is opened ’ Advanced Preferences... ]
Documents

Full Screen [] View documents in preview document mode when signing

General A
Page Display ppearance

MNew...
3D & Multimedia

Accessibility Edit...
Forms
Identity Duplicate
International
Internet Delete
JavaScript
Measuring (2D)
Measuring (3D)
Measuring (Geo) Security Settings

Multimedia (legacy) [7] Load security settings from a server
Multimedia Trust (legacy)
Online Services

Server Settings

Reading URL:

Search

m Settings must be signed by: Allow Any Certificate Browse...
it LU R IT: 1=y e

Spelling Check ewvery: Week @ Month Update Now

Tracker 2 Weeks 3 Months Ask before updating
Trust Manager
Units

Updater . .
LiveCycle Rights Management

Clear remembered account information...

| [ Cancel
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Trong giao dién trén chon Advanced Preferences.... chon 6 “Secure Time
(e.g.timestamp) embedded in the signature if available, current time otherwire”.

I { Verification | Creation

l' When Verifying:

@ Use the document-specified method. Prompt if it is not available.

() Use the document-specified methed. Use the default methed if it is not available.

() Always use the default method (overrides the document-specified methed].
Default Method for Verifying Signatures: | Adcbe Default Security
Bequire certificate revocation checking to succeed whenever possible during signature verification
[ Ignore docurment validation information
Verification Time
Yerify Signatures Using:
T TTE CUTTENTL te

- - . L M L - - ET - L .
A ST T e L o LITTTC SO TS ST T LI C ot T LI e ST TOC e T e O, O =TT LITTT L a=aiar

() The time at which the signature was created

Use expired timestamps

5] (ona

Chon tab “Windows Intergration” dé c4u hinh tiép:
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

| Verification | Creation | Windows Integration ‘

Enable searching the Windows Certificate Store for certificates other than yours

Trust ALL root certificates in the Windows Certificate Store for the following operations:

Validating Signatures

Validating Certified Documents

/1y I either of these options are selected content from companies that have certificates

installed in Windows may be treated as trusted content. Care should be taken in enabling
this feature.

o) (o

Tich vao 6 “Enable searching the Windows Certificate Store for certificates other than

yours” va 6 “Validating Certified Documents”. Chon OK dé két thiic viéc cdu hinh Adobe
Reader.

2.6.3.2 Kiém tra chir ky so trén tai liéu PDF
Mo tai lieu PDF da duoc ky (kich duap chuét 1é€n t¢p PDF duoc ky).
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

E Cong¥an_signed.pdf - Adobe Reader ;Iglll

File Edit Wiew Window Help

*

FREZxeH 6] (1] | =)

=] IR

Tools Sign Comment

@ Sighed and all signatures are valid,

@ Sighature Panel

Cong hoa xa hoi chu nghia Viét Nam

Poc lap — Tw do — Hanh phuc

8.50x1L00in 4]

‘Ngutfi ky: Pham Cong Thao g
{Email: thaopc@ca.gov.vn
+10/31/2013 2:39:50 PM

Kich dup chudt 1én chit ky sb trén tai liéu PDF (6 mau do).

The 'Secure PDF - Trung tam chung thuc dien tu chuyen
dung chinh phu' plug-in used to create this signature could
not be found. To verify the signature you can, select an
alternate plug-in. However, for optimal results, it is
suggested you use "Secure POF - Trung tam chung thuc
dien tu chuyen dung chinh phu':

[agobeDeavtsecrty |8

[] Save as default alternate method when verifying signatures

[ Use selected handler] I Get signing handler... l [

Cancel ]

The "Secure PDF - Trung tarm chung thuc dien tu chuyen
dung chinh phu' plug-in used to create this signature could
not be found, To verify the signature you can, select an
alternate plug-in. However, for optimal results, it is
suggested you use 'Secure POF - Trung tam chung thuc
dien tu chuyen dung chinh phu'":

’ Adobe Default Security

-]

Save as default alternate methed when verifying signatu rEEfI

I Use selected handler ] I Get signing handler... l [

Cancel ]
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

Chon 6 “Save as default.....” va chon “Use selected handler”.
Signature Validation Status

Signature is VALID, signed by Le Quang Tung <tunglg@ca.gov.vn=,
- The Decument has not been modified since this signature was applied.
- The signer's identity is valid.

Legal Motice... Signature Properties.., ] ’ Claose

Dé xem chi tiét ndi dung chit ky s chon “Signature Properties...”.
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Tai liéu hudng dan st dung bd céng cu ky s6 GCA-01

@ Signature is VALID, signed by Le Quang Tung <tunglg@ca.gov.vn=,

Date:

Signed by: ILE Quang Tung =tunglg@ca.gov.vn=

Show Certificate...

2011,/03,/28 14:41:03 +07'00°

Beason: ILE Quang Tung<tunglg@ca.gov.wn> d3 ky [én vin ban nay !

Location: Mot available

Validity Summary

% The signer's identity is valid.

@ Signature is timestamped.

@ The Document has not been moedified since this signature was applied.

Signature was created using Secure POF - Trung tam chung thuc dien tu chuyen dung chinh

[ Validate Signature ] I

Close
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Tai liéu hudng dan sir dung bd coéng cu ky s GCA-01

3 Kétluan

Bo cong cu ky s6 GCA-01 co thé dap ung t6t cac nhu cau ky s va xac thyc tai lidu
dién tir trong cic co quan nha nude, tuy nhién trong qua trinh xay dung va trién khai bd cong
cu ky s6 GCA-01 s& khong tranh khoi mot s 131, sai sot, do vay ching t61 rat mong mudn cac
co quan don vi trong qua trinh trlen khai, str dung bg cong cu ky s6 GCA-01 dong gop cac y
kién, nhan xét dé chiing toi phat trién va hoan thién san pham hon nita dé phuc vu tot nhiém
vu ky sb va xac thuc tai liéu dién tir cho cac co quan thudc hé thong chinh tri.

Dia chi lién hé:

Cuc Chutng thuc s6 va Bao mat thong tin

Dia chi: S6 23, Nguy Nhu Kon Tum, Thanh Xuén, Ha Noi
bién thoai: 04.37738668

Fax: 04.37738668

Email: ca@bcy.gov.vn

Website: http://ca.gov.vn
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